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Abstract: Additive manufacturing, also known as 3D printing, is a transformative manufacturing technology that will play a significant role in the critical manufacturing sector. Industrialgrade 3D printers are increasingly used to produce functional parts for important systems. However, due to their reliance on computerization, 3D printers are susceptible to a broad range of attacks. More importantly, compromising a 3D printer is not a goal, but rather a staging point for launching subsequent attacks with the printer. For example, an adversary can compromise a 3D printer in order to manipulate the mechanical properties of manufactured parts. If the manufactured parts are used in jet engines or in other safetycritical systems, they could endanger human life, disrupt critical infrastructure assets and produce significant economic and societal impacts.

This paper analyzes the ability of an adversary to “weaponize” compromised additive manufacturing equipment in order to cause kinetic, nuclear/biological/chemical or cyber damage. In particular, the paper presents categories (taxonomies) of the elements in an additive manufacturing workflow that can be compromised by successful attacks, the manipulations that the compromised elements can exercise and the weapon-like effects resulting from these manipulations. The relationships between these taxonomies are discussed. Finally, 
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the weaponization capabilities of 3D printers are characterized.

1.
Introduction
Additive manufacturing (AM), also known as additive layer manufacturing or 3D printing, creates objects incrementally by adding thin layers to build up the objects from two dimensions to their desired three-dimensional forms [80]. Additive manufacturing has several technical and economic advantages compared with traditional manufacturing. This includes just-in-time and on-demand production, manufacturing parts closer to assembly lines, shortening design-toproduct times and producing functional parts with complex internal geometries and mechanical properties optimized for a variety of application areas.
The market penetration of additive manufacturing technology has tremendous potential. Wohlers Associates [80] reported in 2014 that the additive manufacturing industry had $4.1 billion in revenue, with 29% of all manufactured objects being used as functional parts. According to NIST [72,73], additive manufacturing technology will reach 50% of its market potential between 2031 and 2038, accounting for about $50 billion in revenue between 2029 and 2031.
As additive manufacturing emerges as a transformative technology [10], numerous agencies and companies are investigating applications of the technology. SpaceX has used additive manufacturing to produce engine chambers for its newest Dragon spacecraft [27]. General Electric has built complex brackets that weigh 80% less than conventional structural parts [29]. NASA has created a rocket injector designed for high loads and temperature gradients [60]. A Dutch company, DUS Architects, plans to use additive manufacturing to print a entire three-story home [19].
The tremendous market potential coupled with economic, geopolitical and other implications of additive manufacturing technology [6,9,35] will inevitably draw the attention of adversaries ranging from individuals to state actors. Because of their reliance on computerization, 3D printers are susceptible to a broad range of attacks. This is supported by a number of attacks on cyber-physical systems detected “in the wild” as well as attacks hypothesized in the research literature. These include attacks on industrial control systems [8,25,41,66], state-of-the-art automobiles [14,39] and unmanned and manned aeronautic systems [26,81,84]. All these examples lead to the conclusion that attacks on additive manufacturing systems and the misuse of additive manufacturing technology are just over the horizon.
This paper examines how a 3D printer can be misused as a weapon. It does not discuss specific cyber or physical attacks that can enable an adversary to take control of the manufacturing process. Instead, it begins by identifying the elements that can be compromised by successful attacks. Following this, the paper discusses the manipulations that the compromised elements could exercise. Finally, the paper highlights the effects of these manipulations and demonstrates that they are comparable with those produced by several categories of weapons.
2.
Related work
This section discusses additive manufacturing security and outlines some security-related (attack) taxonomies.
2.1.
Additive manufacturing security
At this time, the literature on additive manufacturing security is exceedingly sparse. However, recent articles (see, e.g., [67,77]) demonstrate the growing awareness of the threat of intellectual property violations and damage to additive manufacturing systems and infrastructures.
Aspects of intellectual property protection discussed in the literature include open challenges [18,53], intellectual property law applied to additive manufacturing [7], embedding malware in source files to steal intellectual property (e.g., the ACAD/Medre.A worm [23]), technical challenges of intellectual property protection in outsourcing scenarios [82] and the application of watermarking techniques to detect counterfeit parts [46].
The ability of an attack on an additive manufacturing infrastructure to inflict physical damage is a major concern [83]. Several recent publications share this assessment (see, e.g., [52,67,68,87]). Sternstein [67] discusses the possibility of a 3D printer exploding because of mismanagement; such an incident actually occurred in November 2013 [56].
Yampolskiy et al. [87] have conducted an extensive survey of the material science and mechanical engineering literature and provide a qualitative analysis of an adversary's ability to influence the physical characteristics of manufactured objects. They also list the manufacturing parameters of metal printers that can be potentially manipulated, along with their impacts on the microstructures of manufactured parts and, consequently, on their physical properties. Similar conclusions are presented by Frazier [28] in a survey of the additivemanufacturing-related material science literature that focuses on the factors that influence the quality of manufactured parts.
Consider, for example, the popular powder bed fusion process [17,28,87]. In this process, a layer of source material (metal or polymer) in powder form is distributed in a chamber. The layer is fused by a heat source (laser or electron beam) that melts the profile of the next slice of the 3D object. This powder distribution and fusion sequence is repeated layer by layer. A number of factors influence a powder bed fusion process. These include powder properties (material, shape, regularity and size) [24,44,64], heat source and its properties (electron beam or laser, diameter, intensity/distance between material and heat source) [48], vacuum or inert gas used [3,30], accuracy of the mechanisms in the machine (control of chamber, heat source position and heat source orientation) [87], support structure [80], melting pattern [5] and the number of transitions between liquid and solid states [37,38,76]. The quantification of the causal relationships between additive manufacturing parameters and the physical characteristics of the manufactured parts is an active field of research. For example, DARPA [70] recently announced its Open Manufacturing Program that seeks to develop models for predicting part properties based on the manufacturing parameters.
Experimental proof that an attacker can manipulate source stereolithography (STL) files and insert voids (i.e., cavities) that reduce the tensile strengths of the manufactured objects is provided in [68]. Similarly, manipulations of the object descriptions can be used to change the dimensions of manufactured parts [79,87]. Manipulations of source files, however, can only change object geometry.
2.2.
Attack taxonomies
At this time, no attack taxonomies have been developed for additive manufacturing security. However, numerous cyber security taxonomies have been published and some of them are useful for developing taxonomies for the additive manufacturing domain.
Yampolskiy et al. [85] state that “taxonomy” is an overloaded term. The term can refer to a single-category classification, multi-dimensional characterization or multidimensional description. This paper develops singlecategory taxonomies, which are typically represented as tree-like structures. Examples include taxonomies that categorize wireless security threats [78], network infrastructure attacks [11] and distributed denial-of-service attacks [50]. Venn diagrams have also been used to express singlecategory taxonomies; an example is the characterization of attacks on embedded systems [61]. Interested readers are referred to [31] for descriptions of some prominent taxonomies and a discussion of their limitations.
Some researchers have categorized the concepts of dependability and security according to their attributes, threats and means [4,42]. Avizienis et al. [4], in particular, have introduced several techniques that are relevant to this paper. The possible combinations of fault classes can be viewed as a cross-product of the elements of a taxonomy; Avizienis and colleagues represent this as a matrix and as a tree structure. Error propagation is also a good example of a causal chain of effect propagation in a system with complex interdependencies.
Key taxonomies related to cyber-physical systems include interdependencies in industrial critical infrastructures [32,62] and attacks on SCADA systems [20,36,88].
3.1.
Additive manufacturing workflow
Fig. 1 shows the interactions between the actors involved in additive manufacturing. Additive manufacturing systems – also referred to as 3D printers in what follows – are usually constructed and supplied by original equipment manufacturers (OEMs) and third-party vendors. In 2014, 49 system manufacturers in thirteen countries produced and sold industrial-grade additive manufacturing equipment and it is estimated that hundreds of small companies offer desktop 3D printers [80]. The user community often develops and releases firmware updates for embedded controllers in 3D printers and software updates for “controller computers” used to submit and control manufacturing jobs. These personal computers are also used to apply firmware updates to additive manufacturing equipment.
The 3D object to be printed is typically specified using the stereolithography (STL) format [34] or additive manufacturing file (AMF) format [16,43], which represent a “sliced” version of a computer-aided design (CAD) model of a 3D object. Based on the 3D object description stored in an STL or AMF file, the controller computer sends commands to a 3D printer that produces the specified object. These commands, which position the building platform and nozzle, adjust the platform temperature, etc., are usually encoded as G-code [21], a language often used in computer-aided manufacturing (CAM).
An additive manufacturing process requires source materials. The American Society for Testing and Materials (ASTM) International Committee F42 on Additive Manufacturing Technologies has approved seven additive manufacturing process categories [80]. The processes differ in the supported source materials (e.g., polymers or metals), means of source material distribution (e.g., powder bed or nozzle), heat sources (e.g., laser, electron beam or arc), etc.
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Fig. 1 – Additive manufacturing workflow.


In the powder bed fusion (PBF) process, a thin layer of the source material (usually metal or polymer) in powder form is distributed in a powder bed. The layer is fused by a heat source (laser or electron beam) that melts the profile of a slice of the 
D object; this powder distribution and fusion sequence is repeated layer by layer. In this process, only a fraction of the powder distributed in the bed is melted to create the produced object. The unused powder can be recycled to reduce waste and, consequently, reduce production costs. However, because the residual powder would have been exposed to high temperatures, its properties could change – for example, the metal particles may agglomerate into large clusters. Since this can affect the mechanical properties of the manufactured 3D objects, reused powder is commonly sieved and mixed with “virgin” powder in a proportion that reduces the negative impact to an acceptable level.
Depending on the additive manufacturing process, source material and part geometry, the production workflow can include several steps that are not shown in Fig. 1. Two important aspects are support structures and post-processing, both of which can have a significant impact on the quality of the printed parts.
Support structures are necessary to print parts with complex geometries – the structures primarily serve to prevent the sagging of overhangs. When printing with metals and alloys, the support structure material can have a significant impact on part quality because of its role in heat distribution [40]. After a part is printed, the support structure is normally removed and discarded.
Post-processing is frequently required during the production of metal parts. Specifically, hot isostatic pressing (HIP) is often required to eliminate the residual internal porosity and to enhance the mechanical properties of printed objects [28]. In the case of the Ti-6Al-4 V alloy, post-processing involves a hot isostatic pressing cycle of 100 MPa and 926 1C for two to four hours, followed by furnace cooling below 4271Ċ [28]. The surface finish can also have a significant impact on properties such as fatigue life by providing sites for cracks to initiate [12].
4.
Materials and application areas
The application areas of the manufactured parts are highly dependent on the properties achievable with different source materials. Indeed, the variety of supported source materials and application areas are continually expanding. According to the Wohlers Report (an important annual survey of worldwide progress in the additive manufacturing industry) [80], the two major categories of additive manufacturing materials are plastics and metals.
Plastics (or polymers) are the largest group of additive manufacturing source materials that offer a broad variety of properties, including color, transparency, tensile strength, rigidity and biocompatibility. The materials range from extremely hard plastics to rubber-like elastomers. Because of the broad range of achievable properties, the application areas of 3D-printed plastic objects range from models to functional parts in the automotive and aerospace industries.
The list of metals and alloys supported by additive manufacturing equipment includes stainless steel, titanium and aluminum alloys, gold and silver. The application areas vary based on the material and the properties achievable with the material. Metal is used to produce functional parts ranging from watch housings to entire jet engines [65].
Bio-compatible materials (both plastics and metal) can be used to produce customized medical implants (e.g., for the hip and knee). Along with plastics and metals, ceramics, ceramic-metal hybrids and a variety of composites are among the well-established and broadly-used source materials.
Additive manufacturing is now used in several emerging fields, some of which require novel materials. Three important areas with significant implications with regard to additive manufacturing security are electronics, biological tissue and ingestibles (food and drugs).
Although the concept dates back to 2004 [47,58], the 3D printing of electrical and electronic circuits continues to be an active field of research. At this time, however, the use of additive manufacturing technology to produce functional electronics such as high-speed computing units, sensors and wireless communications components is in its infancy [80]. In 2015, Voxel8 [74] released the first commercial 3D printer that supports the printing of electronic circuits. The 3D printer incorporates a dual-material system that extrudes plastics and conductive silver ink, enabling circuit printing and electronics component integration. The printer can be stopped to install electronic components produced via conventional means. This eliminates many of the limitations that have beset direct circuit printing.
The printing of living tissue has the potential to become a transformative technology. Although the printing of body parts and entire internal organs is anticipated to become a reality [80], much work remains to be done. It is important to note that, in biological tissue, different types of cells are frequently organized in unique hierarchical structures and substructures (also referred as architectures). The cells and their spatial organization are critical to the biological function of the tissue. Nevertheless, this area is advancing rapidly and several application areas have emerged.
Cosmetics companies such as L'Oreal have used human epidermics (i.e., pieces of skin) for several years to test new products [15]. Human epidermics are currently grown in vitro in-house or by external entities such as Episkin [22], but the process could soon be replaced by 3D bio-printing. Another company, TeVido Biodevices [71,80], has announced plans to print skin and fat grafts for breast cancer reconstruction using the recipients’ own cells. Meanwhile, Organovo [57] offers custom 3D-printed-tissue for drug discovery, enabling drug toxicity and efficacy to be investigated in pre-clinical trials. Indeed, Organovo offers “fully human, architecturally correct, functional 3D tissues” that can be constructed for “nearly any tissue type, for nearly any disease.” One of its products is living liver tissue.
Another emerging additive manufacturing area is food and drug printing. At this time, food printing is rather basic – it is limited to a few ingredients that can be mixed and “cooked” as desired. Current food printers use containers prefilled with ingredients or have refillable containers are replenished with fresh ingredients by the owner of the 3D printer [54]. One of the advantages of food printing is the production of healthy meals [45]. NASA [51] believes that food printing in space will satisfy the nutrition needs of astronauts while offering a larger variety of foods, especially during extended space missions.
In August 2015, Aprecia Pharmaceuticals announced that the U.S. Food and Drug Administration (FDA) had approved the first 3D-printed drug product [33]. The printing of drugs is expected to enable cost-effective personalized medicine. 3D printing in proximity to patients would enable the customized production (pharmaceutical compounds, dosages and buffering agents geared for specific individuals) and the delivery of fresh medication [75]. For this type of production to reach the mainstream, 3D printers will have to be adapted to operate on a variety of pharmaceutical compounds.
5.
Taxonomies
This section describes the dimensions of the semantic aspects of attacks on or with additive manufacturing equipment. Next, classifications of the following dimensions are presented: (i) compromised elements in the additive manufacturing workflow; (ii) manipulations of these elements; (iii) subset of the effects of these manipulations that overlap with the adversarial goal of using 3D printers as weapons. 5.1. Attacks on/with 3D printers
Fig. 2 outlines how attacks on or with 3D printers can be performed. A variety of attack vectors can be used to compromise elements of the additive manufacturing workflow described in Section 3.1. The compromised components, their roles in the workflow and the degree to which an adversary can control the components determine the manipulations that an adversary can perform. In conjunction with the types of additive manufacturing equipment, source materials and applications of the manufactured parts, the manipulations determine the achievable effects.
According to Yampolskiy et al. [85,86], every manipulation can be specified as one or more tuples of Influenced Element (i.e., manipulated object) and Influence (i.e., exercised change). Similarly, effects can be specified as tuples of Affected Element and Impact. Yampolskiy et al. [85,86] consider a manipulation to be a Cause (of one or more effects). This naming enables the seamless description of effect propagation causal chains. This paper emphasizes initial manipulations.
Only a fraction of the effects that can be produced intersect with the adversarial goals. Moreover, only a small subset of the intersection causes damage that is commonly associated with a weapon. The effects in the small subset are what an adversary seeks when attempting to misuse a 3D printer as a weapon (3D-PaaW).
The weaponization of a 3D printer means that it can be used to inflict damage that is associated with a weapon. Conventional weapons inflict kinetic damage, causing physical destruction, injuries and death. Nuclear, biological and chemical (NBC) weapons are commonly considered to be non-conventional weapons; these weapons contaminate the environment and cause health problems and death. The most recent addition to the arsenal are cyber weapons. As the Stuxnet attack [25] and the Aurora experiment [69] have demonstrated, cyber weapons can cause physical destruction to infrastructures and, possibly, injuries and deaths.
This paper considers situations where additive manufacturing equipment or the manufactured objects can cause one of the types of damage mentioned above. An electronic warfare system is not deemed to be a weapon in this paper; therefore, electronic warfare is not discussed. However, the possibility of misusing a 3D printer to produce electronic warfare effects cannot be discounted.
This paper does not discuss attack vectors in detail. This is because the attack vectors are essentially the same as the attack vectors for other classes of cyber-physical systems; these are covered extensively in the research literature. The materials used in additive manufacturing for creating parts in various application areas are well known and are outlined in Section 4.
The remainder of this section focuses on the aspects that are central to the security of additive manufacturing: (i) elements in the additive manufacturing workflow that can be compromised; (ii) manipulations that can be performed by these elements; and (iii) potential to weaponize a 3D printer. The taxonomies for all these aspects (or dimensions) of an attack on/with 3D printers are presented below.
5.2.
Compromised elements
The following taxonomy is proposed for the elements in the additive manufacturing workflow that can be compromised:

[image: image2] Actors: It is fair to assume that any actor in the workflow could be malicious and that any other actor could be the victim. Therefore, any outgoing edge from an actor could be malicious and any incoming edge to an actor could generate a negative impact. This means that any software updates, replacement components (e.g., hardware or mechanical parts), STL/AMF files or source materials could be specially crafted by a malicious actor.
Additionally, an external adversary could attempt to impersonate a legitimate actor with similar effects on the workflow. Furthermore, because every actor in the additive manufacturing workflow represents an organization (company or agency), a malicious employee could circumvent the actor's internal processes in a manner that makes it appear to be malicious.
	[image: image3.png]Attack
Vectors

Compromised
Elements

(

Materials and
Application Areas

/

-
e

(Affected Element, Impact)”

Effects




Fig. 2 – Attacks on/with 3D printers.



[image: image4] Software, Hardware and Firmware: Cyber security compromises over the decades reveal that software, hardware and firmware in a computing system workflow – and by extension in the additive manufacturing workflow – can be successfully targeted by adversaries. Social engineering has proven to be an effective attack vector to persuade legitimate users to install malicious software or firmware. Buffer overflow attacks and their variants, “return to libc” and return-oriented programming [13,63], are still the most effective attack vectors, enabling code injection into software and firmware via carefully-crafted inputs. Stuxnet [25] has demonstrated that malicious software running on a control computer can install malicious firmware on a system and vice versa. Furthermore, hardware Trojans can be embedded in devices; these Trojans could have complex activation triggers [59] to evade premature detection during functional testing. Side-channel methods as described in [1] are limited in their ability to detect Trojans.

[image: image5] Network Communications: Network communications channels can be compromised in numerous ways, as detailed in the cyber security literature. For example, malware running on the controller computer (see Fig. 1) could install a network filter and gain access to all incoming and outgoing packets. This approach is broadly used by firewalls and network monitoring tools, but it is often misused by malware.

[image: image6] Physical Supply Chain: The additive manufacturing workflow involves the delivery of various physical components. These include replacement components (electronic and mechanical), all kinds of materials used in production and post-production (source materials and support structure materials) and the manufactured 3D parts. The physical supply chain, which explicitly covers the transportation and storage of physical components, offers myriad opportunities for compromise. In addition to the obvious methods, even environmental parameters pose hazards – especially temperature and humidity during storage and transportation, and vibration during transportation.
5.3.
Manipulations
Compromised elements of the additive manufacturing workflow can be used to perpetrate attacks. The ability to exercise manipulations depends on the category of the compromised element, its role (or location) in the additive manufacturing workflow and the degree of control that an adversary has over the compromised element. For the sake of simplicity, it is assumed that an adversary can exercise full control over a compromised element.
Fig. 3 presents the correlation between classes of compromised elements (independent of their locations in the additive manufacturing workflow) and the manipulations that the elements are capable of exercising. A manipulation is represented as one or more tuples of (Influenced Element, Influence). Therefore, a two-level classification is presented. The top-level classification specifies the categories of influenced elements. The classification of relevant influences is expressed as a sub-classification of the influenced elements. The following taxonomy is proposed for manipulations:

[image: image7] Source Materials: The ability to manipulate source materials is a signature aspect that distinguishes the security of
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additive manufacturing systems from the security of other cyber-physical systems. Source materials refers not only to the materials used to create 3D objects, but all the other materials used in the production process, including those used for support structures and inert gas (argon) when a laser is used as the heat source (a vacuum is required when an electron beam is used as the heat source). The source materials can be manipulated by a malicious actor who produces and/or supplies the material, or by an external adversary who has compromised the supply chain. Whereas a malicious producer or supplier can manipulate only their own source materials, an adversary who has successfully targeted the physical supply chain can compromise any and all source materials. In both instances, the following source material properties can be manipulated:
○ Materials: The modification or replacement of materials is a key manipulation. For example, a metal or alloy with different mechanical properties can be mixed with or can replace the source powder, or a material with different thermal conductivity can replace the support material. Apart from the direct manipulation of materials, indirect manipulations are also a possibility. If properties such as temperature or humidity are manipulated during the storage or transportation, the source material properties could be modified. This is especially true for source materials used in human tissue and food and drug printing.
○ Geometry: In the case of source materials in the form of wire, the manipulations of geometry are limited to the wire diameter. In the case of a powder, the particle size, form factor and regularity can be modified without changing the chemical composition of the source material.
○ Nuclear/Biological/Chemical Contamination: A special category of source material manipulation is its contamination with hazardous nuclear, biological or chemical materials.
○ Explosives: Another special category of source material manipulation is its mixture with flammable or explosive materials.
Note that the focus is not on the physical supply of altered components of additive manufacturing equipment such as circuit boards, motors and mechanical parts. This is an attack vector that can be used to compromise numerous elements of additive manufacturing equipment.

[image: image9] Object Specification: Object specification usually involves the description of the object's 3D geometry. As mentioned above, the 3D geometry is commonly specified using the STL or AMF formats. But the object specification could also include mechanical properties, especially when the parts are used in a safety-critical system. Because STL and AMF files do not support the description of such information, it is usually provided in complementary documents (e.g., in the form of PDF files). The manipulation of object specification has various origins and motivations:
○ Exploit: A malicious actor can craft the object specification in order to compromise equipment at the 3D printer manufacturer's site. A network compromise can be used for this kind of manipulation. It is well-known that specially-crafted PDF files can exploit Adobe Acrobat and Adobe Reader vulnerabilities [49]; these files can be used to compromise the personal computer used for control. STL and AMF files have not yet been crafted to enable code injection into software or firmware, but such compromises are a distinct possibility.
○ Nonconformity: Deviations or nonconformities of a 3D object from the original specification include 3D geometry, size and object orientation during printing. The orientation is important because of the anisotropy of objects produced by additive manufacturing [2]. An adversary who has compromised network communications can manipulate STL or AMF files during their transmission. Malicious software running on the controller computer can send incorrect or modified control commands to the 3D printer. Malicious firmware or hardware in the 3D printer can change legitimate commands before their execution, or simply ignore them and execute commands based on the specification provided by the adversary.
The degree to which manipulation is possible depends on the malicious or compromised element of the additive manufacturing workflow. Malicious software, firmware and hardware can perform arbitrary modifications. Network communications, however, are often protected by encryption for privacy and/or message authentication codes for integrity. Therefore, manipulations of object specifications via compromised network communications may be feasible only when they are not protected or when the protection mechanisms have flaws that can be exploited.

[image: image10] Manufacturing Parameters: The seven additive manufacturing processes defined by ASTM differ in how source materials are deposited and fused. This inevitably determines the manufacturing parameters that can be manipulated. A complete discussion of the topic is beyond the scope of this paper. However, some of the key manufacturing parameters in powder bed fusion include the thickness of the powder layer, energy of the heat source and melting pattern. Security-relevant manufacturing parameters that can be manipulated in additive manufacturing processes involving metals and alloys are discussed in [87]. Regardless of the manufacturing parameters, the following two categories of manipulations are based solely on their extent:
○ Nonconformity: The precision of the geometry of a 3D object and its mechanical properties depend on numerous manufacturing parameters [28,87]. A combination of manufacturing parameters is classified as nonconforming if at least one parameter is outside the range needed to produce a 3D object with the desired properties.
○ Out of Operational Range: Every system is designed to support parameter modification within specific operational ranges. The same applies to a 3D printer. A combination of manufacturing parameters is classified as being out of operational range if at least one parameter is outside the range for which the 3D printer was designed.
In general, nonconformity is independent of the operational ranges supported by additive manufacturing equipment. Several manufacturing parameters can be manipulated by compromised software, firmware, hardware or network communications. However, whereas nonconformity can be easily achieved by all these compromised elements, the second category of manipulations by compromised network communications or by software running on a controller computer are only conditionally achievable. The reason is that uncompromised firmware or hardware are likely to implement safety checks to prevent operations outside the supported parameter ranges. Similarly, malicious actors can be limited by firmware or hardware checks as well as by their own skill sets. Furthermore, in the case of the insider threat, physical and cyber access control can restrict the manipulations that an insider can perform accidentally or intentionally. 
[image: image11] Post-Processing Parameters: Similar considerations apply to post-processing. In the case of the hot isostatic pressing of metal parts, manipulations can involve the temperature and time of processing as well as the furnace temperature. Once again, the same two categories of manipulations exist:
○ Nonconformity: At least one post-processing parameter is outside the range needed to achieve the required part quality; however, none of the parameters are outside the operational range supported by the equipment.
○ Out of Operational Range: At least one post-processing parameter is outside the range for which the postprocessing equipment was designed.
In this situation, compromised firmware or hardware can have unrestricted manipulation capabilities. Manipulations by compromised software or network communications can be limited by safety and security mechanisms integrated in the firmware or hardware. The same mechanisms would also limit the manipulations performed by malicious actors. Physical and cyber access control measures would further restrict the manipulations performed by an insider either accidentally or maliciously.

[image: image12] 3D Objects: Numerous manipulations of a 3D object are possible between its production and final delivery. These manipulations are somewhat similar to those performed on source materials. The manipulations are only possible if the corresponding segments of the supply chain are compromised. The following categories of manipulations are possible:
○ Physical Damage: The manufactured object is damaged physically. Additionally, as in the case of the manipulations of source materials, indirect damage by manipulating environmental controls (e.g., temperature during transportation) can be very effective in the case of tissue and food and drug printing.
○ Nuclear/Biological/Chemical Contamination: The contamination of manufactured products with hazardous nuclear, biological or chemical materials is possible.
5.4.
3D printer as a weapon
The effects of manipulations and adversarial goals are both manifold, and the same is true for the intersection of these two sets. This section focuses on a subset of this intersection – the ability to misuse a 3D printer as a weapon (3D-PaaW). As mentioned in Section 5.1, this means that either physical damage occurs, or health and lives are endangered by a physical (kinetic) attack, nuclear, biological or chemical contamination, or a cyber attack.
This category of attacks is especially attractive to nation state adversaries and terrorist groups. However, the category is also attractive to criminal organizations, hacktivist groups, competitors and disgruntled individuals.
A two-level categorization is proposed for 3D printer as a weapon attacks. The top-level category specifies the target that is immediately affected by the attack. The sub-category describes the kind of impact on this target. The following taxonomy is proposed:

[image: image13] 3D Objects: The properties of a manufactured object are altered in a manner that enables it to inflict damage. The damage varies based on how the object has been altered and on its application. Based on the source material used, category of manipulation and application area of the 3D object, the following sub-categories are identified:
○ Physical Properties: The physical properties (e.g., mechanical or biological) of the manufactured object can be altered. Any of the discussed manipulations can have an impact on the physical properties. The manner in which the physical properties are altered depends on numerous factors, including the application area, source material and additive manufacturing process. For example, changing the melting pattern in a powder bed fusion process can affect the mechanical properties of the metal part and changing the 3D-placement of cells can affect the biological properties of the printed tissue.
○ Nuclear/Biological/Chemical Contamination: An object could be contaminated during or after its production. The contamination of the source material may not always be effective. For example, volatile chemicals or biological materials are unlikely to survive the high temperatures in the powder bed fusion process.
○ Electronic Circuits: The ability to print or imprint electronics in a manufactured object opens the possibility of altering the 3D-printed electronic circuits. In particular, altering the object specification opens a broad variety of attacks that leverage the compromised electronics in a manufactured object. This includes the incorporation of hardware Trojans and side channels for information leakage. Note that the alteration of the object specification can be performed in advance by altering STL or AMF files or “on the fly” by malicious software, firmware or hardware Trojans (see the associated discussion in Section 5.3). Manipulations of the source materials and manufacturing parameters would have somewhat limited effects on electronics such as negatively impacting performance and increasing side-channel leakage. Moreover, unlike the manipulation of an object specification, a manipulation of source materials or the manufacturing process would not enable full control of the impact on the 3D-printed electronics component. 
[image: image14] 3D Printer: In the context of the critical infrastructure, a major concern is the ability to inflict physical damage to an infrastructure by manipulating control parameters from the cyber domain. Stuxnet [25] and the Aurora experiment [69] illustrate the legitimacy of this concern. Clearly, additive manufacturing equipment that creates parts for infrastructure assets would itself be an attractive target. These attacks would produce the following categories of impacts:
○ Reduced Lifetime: Modifications to manufacturing parameters can increase the wear on additive manufacturing equipment components, reducing the lifetime of the equipment. The affected equipment components include motors as well as the mechanical parts moved by the motors. The manipulation of post-processing parameters can lead to similar effects. For example, manipulations of the pressure and temperature during the hot isostatic pressing process can reduce the lifetime of the high pressure vessel used by the process. Manipulations of the source materials (e.g., mixing source materials with solvents or flammable materials) can also increase equipment wear.
○ Irreparable Damage: In the reduced lifetime category, some components of the additive manufacturing equipment are damaged. However, in many instances, the costs involved in identifying and replacing the damaged components may render equipment repair economically infeasible. This situation also occurs when there are repeated and/or multiple component failures.
Additionally, manipulations during the manufacturing process or post-processing can render additive manufacturing equipment irreparably damaged. In the case of 3D printers that work with metals, manipulation of the laser or electron beam targeting system can lead to uncontrollable flow of the source material and damage to the containment chamber, leading to irreparable equipment damage. Similar effects can be achieved by manipulations of source materials. In the case of powder bed fusion, if the source material is replaced by material with a lower melting point, the resulting uncontrollable flow can irreparably damage the equipment. Manipulations of the object specification may also have a similar effect. However, the extent of the damage would depend on the safety mechanisms implemented in the equipment and its firmware to prevent printing outside the designated boundaries.
○ Explosion/Implosion: Mixing highly flammable or explosive materials in the source materials can lead to an explosion during the manufacturing process. Similar effects can be achieved by manipulating the manufacturing and post-processing parameters. A high vacuum is needed when an electron beam is used as a heat source [3]; otherwise the beam of electrons is deflected and does not focus on the part. If the manufacturing parameters are adjusted to focus the beam on some other location such as the containment chamber, the damage to the chamber could lead to an implosion.
A laser can operate effectively in a normal atmospheric environment. However, an inert gas (usually argon) is introduced in the containment chamber because metal powders (e.g., titanium and aluminum alloys) are often combustible. If the containment chamber is damaged and metal powder is exposed to the atmosphere, a fire or dust explosion could occur [55,56].

[image: image15] Environment: Finally, the additive manufacturing environment (e.g., building) could be the target of a 3D printer as a weapon attack. The following categories of impacts are possible:
○ Explosion/Implosion: An explosion or implosion could damage additive manufacturing equipment as well as its surrounding environment, which includes the building that houses the equipment. In the case of the powder bed fusion process, an explosion or implosion could release combustible powder to the environment. A secondary explosion can be much more destructive than a primary explosion due to the increased quantity and concentration of dispersed combustible dust [55]. This can result in injuries, deaths and the destruction of the manufacturing facility [55].
○ Fire: A fire is a common secondary effect of an explosion or implosion. The extent of the fire depends on the presence of flammable materials in proximity to the explosion or implosion. Manipulations of source materials or manufacturing parameters can cause a fire without an explosion or implosion. For instance, the replacement of the plastic filaments used for printing with a flammable material could lead to a fire.
○ Nuclear/Biological/Chemical Contamination: Clearly, if the source materials or the manufactured 3D objects are contaminated, their immediate environments are also contaminated and the people in these environments are exposed to the hazardous materials. The manipulation of an additive manufacturing process could also release fine powder into the environment. Depending on the
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chemical content and particle size, the released powder could be classified as a hazardous material.
Note that cyber attacks on additive manufacturing equipment and its environment are not mentioned in the 3D printer as a weapon categorization. While these attacks are possible, indeed likely, they are considered to be vectors (see Fig. 2) for compromising various elements of the additive manufacturing workflow.
Additionally, only individual uncoordinated attacks on/ with additive manufacturing equipment are considered. It is conceivable that coordinated attacks could cause additional effects that would fall in the 3D printer as a weapon category. For example, a coordinated attack by multiple 3D printers could produce power surges that may result in an electric power outage.
Fig. 4 summarizes the 3D printer as a weapon attacks discussed above. Clearly, the attacks would lead to safety violations and generate numerous secondary effects, including possible effects in the physical, environmental, socioeconomic and geopolitical domains.

[image: image17]
6.
3D printer as a weapon characteristics
Different weapon types are characterized by different properties. For automatic weapons, the properties include precision and firing rate; for guided bombs, the properties include

[image: image18]
Fig. 5 – 3D printer as a weapon characteristics.
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precision, penetration depth and explosion radius. Similar characteristics are needed for the weaponization of 3D printers.
The following taxonomy, which is summarized in Fig. 5, is proposed for 3D printers as weapons:

[image: image20] Targeting Precision: Precision is an important characteristic of a weapon. It specifies the deviation from the desired target.
○ 3D Objects: It is possible to achieve high targeting precision when manipulating 3D objects. When manipulations are made by malicious software, firmware or hardware, it is possible to identify the unique blueprint for the targeted 3D object and use it as a trigger for an attack. In the case of nuclear, biological or chemical contamination, however, the targeting precision depends on whether the source material or the manufactured object has been contaminated. In the former case, the precision is rather low and is limited to the source material manufacturer or a supply chain compromise actor. In the later case, the precision is very high, because it is possible to target a single manufactured part created for a specific customer.
○ 3D Printer: When additive manufacturing equipment is targeted, the achievable precision is medium. Focus on the manufacturer's site can be achieved, but it would be barely possible to distinguish between identical additive manufacturing systems that are headed to different customers.
○ Environment: The ability to precisely target an additive manufacturing environment is rather low. This is because the adversary cannot control the environment, including its changes over time and the presence of personnel at a particular location at a particular time. 
[image: image21] Area of Impact: Another important characteristic is the ability of an attack to impact a broad area.
○ 3D Objects: When manufactured functional parts are manipulated, the area of impact is very large. This is because the parts would be used as functional components in numerous, potentially, safety-critical systems and devices across the critical infrastructure.
○ 3D Printer: When additive manufacturing equipment is targeted, the area of impact is small because it is localized to a single piece of equipment. The only exception is in the case of an explosion or implosion, which could also impact the immediate environment.
○ Environment: An attack on the environment would have a medium area of impact. The impact would be confined to the manufacturing site and, at most, its immediate neighborhood.

[image: image22] Collateral Damage: Collateral damage is an important property of a weapon. It is a measure of the magnitude to which the weapon impacts unintended targets (systems, humans and environment).
○ 3D Objects: The collateral damage produced by the manipulation of a manufactured 3D object depends on the type of the manipulation. When electronic circuits are manipulated, it is possible to control the conditions under which an attack is performed (e.g., by introducing a complex trigger). When physical (e.g., mechanical) properties are manipulated or a 3D object is contaminated, the collateral damage can extend to any system or person that uses the manufactured object as well as the environment in which the object is used.
○ 3D Printer: When additive manufacturing equipment is targeted, the collateral damage is rather low because the damage is contained to the affected equipment. However, in the case of an explosion or implosion, the immediate environment may also be affected.
○ Environment: Fire and contamination generate a medium amount of collateral damage. The damage would be confined to the manufacturing site and, at most, its immediate neighborhood.

[image: image23] Stealth: A weapon is stealthy if it is not detected immediately or if its effects are not necessarily attributed to the weapon.
○ 3D Objects: The manipulation of the physical properties of a manufactured object can go undetected for an extended period of time. However, in the case of an airplane crash, it is a common practice to ground the particular type of airplane and to perform a thorough investigation of the incident and its cause. Such an investigation would likely discover that the physical properties of the object were modified. Therefore, the level of stealth of the manipulation would be medium. The stealth level of nuclear, biological or chemical contamination would be even lower because they would
be easier to detect. The modification of electronics, however, could go undiscovered for an extended period of time, until the device is triggered and the incident is investigated.
○ 3D Printer: As Stuxnet has shown, the reduction in equipment lifetime and damage can go undetected or be attributed to other reasons for an extended period of time. However, after recurring problems are noticed, a thorough investigation would eventually discover the attack. An explosion or implosion would immediately trigger a comprehensive investigation.
○ Environment: A fire, like an explosion or implosion, would be detected almost immediately. Thus, the level of stealth of an attack would be low. Detection of environmental contamination, however, would depend on the sensors installed at the manufacturing site. If sensors for certain types of contamination are not installed, then the attack could go undiscovered until health problems or some other anomalies trigger an investigation. 
[image: image24] Attack Repeatability: A weapon is also characterized by its potential to be used multiple times.
○ 3D Objects: Clearly, an attack on a 3D object could be replicated for numerous produced parts.
○ 3D Printer: Assuming that the compromised element is not damaged by the attack itself, an attack that reduces equipment lifetime or causes equipment damage can be repeated over and over again. However, the attacks are limited to the period when the equipment is in use. An attack that causes an explosion or implosion or some other irreparable damage to additive manufacturing equipment would be a one-time attack.
○ Environment: Unless a fire irreparably damages the additive manufacturing equipment or the attack that caused the fire is discovered, the attack would be repeatable. The same holds true for an attack that contaminates the environment.
Note that only individual uncoordinated attacks on/with additive manufacturing equipment have been considered. In the case of coordinated attacks, the 3D printer as a weapon attack categories and their characteristics would require extensions to account for the multiple attacks and the coordination involved in conducting the attacks.
7.
Conclusions
Additive manufacturing or 3D printing is a transformative technology that will play a significant role in the critical manufacturing sector. However, the tremendous market potential, along with the economic, geopolitical and other implications of additive manufacturing, will inevitably draw the attention of a number of adversaries, from individuals to nation state actors.
This paper has mapped the landscape of attacks on or with 3D printers that could produce physical impacts. Because these attacks could inflict physical damage as well as injuries and deaths, they are referred to as attacks that use a 3D printer as a weapon. Taxonomies have been specified for the elements of the additive manufacturing workflow that can be compromised, for the manipulations that the compromised elements can exercise and for the 3D printer as a weapon subset of attacks that reside in the intersection of adversarial goals and effects achievable by the manipulations. Additionally, numerous possible examples of 3D printer as a weapon attacks have been detailed.
The attacks presented in this paper are primarily hypothetical and their validity requires experimental confirmation or reports from the real world. Regardless, given the great potential for harm, hypothetical and real 3D printer as a weapon attacks must be cataloged and analyzed to better understand their nature and scope.
It is hoped that the taxonomies presented in this paper will stimulate serious research on the security aspects of additive manufacturing. Additive manufacturing is a promising – but extremely dangerous – technology. It is imperative that the research and vendor communities focus more intensely on the development of defensive strategies and mechanisms as well as approaches for mitigating the potentially serious effects that could occur when 3D printers are used as weapons.
Note that the opinions and conclusions expressed in this paper are those of the authors. They do not necessarily represent the opinions or positions of the BICES Group Executive or its members.
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� .	Background


This section describes the additive manufacturing workflow. Also, it highlights the most representative materials and application areas of additive manufacturing, including electronics, human tissue and food and drug printing.





